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WhatsApp is one of the most popular messaging apps in
the world, with more than 1.5 billion people in more than
180 countries using it to send and receive text, photos,
videos and documents, as well as make voice and video
calls through an Internet or Wi-Fi connection. The free app
offers end-to-end encryption, which means that messages
can only be read by the sender and the recipient in
one-to-one chats, or all members if it is a group chat. Not

even WhatsApp can read them.
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AGE LIMIT CHANGE FAKE NEWS AND HOAXES To sggﬂﬁNaES\Il!ﬂsfp?:L:legdtoRlﬁEv?hiﬁghile
Since Ma? 201 8,'th? minimum age for I:ISEI"I? WhaiisApp is 16 WhatsAp'p has been linked tin enabling the spread of number of the contact you want to speak to and they also need
years old if you live in the European Union, including the UK. dangerous viral rumours. In India, for example, a number of to have the app downloaded. WhatsApp can find contacts by
Prior to this, the minimum age was 13, which still applies for attacks appear to have been sparked by false rumours shared accessing the address book ni;a device and recognising which
e L AL ofthos ontats are using Whatshpp:f your chi s shared
3 their mobile number with some- body they don’t know, they can
already hold accounts under the old terms and conditions, . THE ‘ONLY ADMIN’ FEATURE use it to get in touch via WhatsApp.

such as closing their account or seeking parental permission. = AND CYBERBULLYING LIVE LOCATION SHARING |

Cyberbullying is the act of sending threatening or taunting

SCAM MESSAGES text messages, voice messages, pictures and videos, with the ks "Liv? Lucati?n' featurel Eiasie R o otere th?ir
Occasionally on WhatsApp, people receive spam messages aim to hurt and humiliate the receiver. The group chat and curr'ent location in re?l time to their contactsina chflh allowing
from unauthorised third parties or from fraudsters group video call features are great for multiple people to chat SISO Shoiv theu: PIGVEIRGNL: I SE AR R En
pretending to offer prizes to ‘lucky people, encouraging simultaneously, but there is the potential for people to hurt fuunf‘l !J}f pressing the ‘attach’ button, is described by WhatsApE
recipients to click on a link to win a prize. A common scam others with their comments or jokes. The ‘only admin’feature | 2°° SIS Seime Wiy B0 JEE REGR - AIOW Whews ) ol dres
involves messages warning recipients that their WhatsApp gives the admin of a group chat greater control over who can HOLA e S| s alrea Uy & EOIUNON feioe s i OUS L SO
subscription has run out with the hope that people are send messages. Whilst this can be good for one-way apps, including Snapchat’s Snap Map and Facebook Messenger
duped into providing their payment details. Other scam announcements, the group admin has the power to block S0t €an e AUREELT By 0T I (0 IGR ROWt UG KE 1 iy
messages include instructions to forward the message in somebody from responding to an offensive message in a chat, are safe. However, if your Fh'id S A HED Y *_:hat Wlfh people
they do not know, they will be exposing their location.

@etum for a reward or gift from WhatsApp or another person. which could result in a child being upset and unable to reply.A
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REPORT SCAM MESSAGES
CREATE A SAF E PROF I LE Adyvise your child not to tap, share or forward any message that DE LETE ACCI DENTAL

Even though somebody would need your child’s phone number fcsalkiu s Uik lctaes bar uiniché Lo0 a0 c 10 bis e Wil Vo1 M ESSAG ES

to add them as a contact, as an extra security measure we hild : r K bl for S o
suggest altering their profile settings to control who can see | €"!'C FécelVes a message from an unknown number Tor the ISt
time, they will be given the option to report the number as

their profile photo and status. The options to choose from are : s
‘Everyone,‘My Contacts’ and ‘Nobody. We suggest selecting‘My | SPam directly |n5|de.the chat. They: can also report a contact or
Contacts’ or ‘Nobody’ to ensure their profile is protected. A gzr‘?up i :Eam ustmg: the following Stfp“ 1) C:EEP the ;’I‘at' the message, choose ‘Delete’ and then ‘Delete for 4
J18p ON the contact of group name to open their profiie everyone. The app allows seven minutes to delete the

EXPLAI N How To BLOCK PEOPLE information. 3) Scroll to the bottom and tap ‘Report Spam. message after it has been sent, but it is important to

remember that recipients may have seen and screenshot a

If your child has sent a message to the wrong chat
or if a message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on

If your child has received spam or offensive LEAVE A G ROU P message before it was deleted.
messages, calls or attachments from a contact, If your child is part of a group chat that makes them feel
K they should block them. Messages and status | uncomfortable or has been added to a group they don’t want to
updates sent by a blocked contact will not be part of, use the group’s settings to show them how to leave.
show up on the phone and will stay If someone exits a group, the admin can add them back in once, SET TIME LIMITS

undelivered. Blocking someone will not If they leave again, they cannot be added again. A 2017 study found that by the age of 14 the average child
remove this contact from the contact list - will have sent more than 35,000 texts, 30,000 WhatsApp

they will need to be removed from the phone’s U Sl NG LlVE LOCATION SAF E LY messages and racked up more than three solid weeks of

video chat. Although it is inevitable that your child will use

ad::less houk.T;:t block a ":,n";a':t' e Eh“g If your child needs to use the‘Live Location’ feature to share Yachnols i atill St hatrdareas This s notass
RS e pﬁrson 3 SHat SrdaTian with you or a friend, advise them to only share it for the amount == eciag:r’ zince s et device.s PR yi
SR OGN G ARLCIGA, of time they need to. WhatsApp gives the options of either 15 schuul:wnrk :n d free time, often simultaneously

minutes, one hour or eight hours. However, your child can

choose to stop sharing at any time.
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This is not a definifive guide. Please always check with the app’s support information to see if WWW‘ n 0 II'li 0 n G I 0 n Ii n e S Gfell'y : C o m

your security and privacy concerns are addressed.



